
Command
menu

Listing of
captured
packets

Details of
selected
packet
header

Packet
contents in
hexadecimal
and ASCII

Figure 1.29 � A Wireshark screen shot
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The basic tool for observing the messages exchanged between executing proto-
col entities is called a packet sniffer. As the name suggests, a packet sniffer pas-
sively copies (sniffs) messages being sent from and received by your computer; it
also displays the contents of the various protocol fields of these captured messages.
A screenshot of the Wireshark packet sniffer is shown in Figure 1.29. Wireshark is a
free packet sniffer that runs on Windows, Linux/Unix, and Mac computers.
Throughout the textbook, you will find Wireshark labs that allow you to explore a
number of the protocols studied in the chapter. In this first Wireshark lab, you’ll
obtain and install a copy of Wireshark, access a Web site, and capture and examine
the protocol messages being exchanged between your Web browser and the Web
server.

You can find full details about this first Wireshark lab (including instructions
about how to obtain and install Wireshark) at the Web site http://www.awl.com/
kurose-ross.

6588_CH01_001-084.qxd  2/19/09  11:22 AM  Page 81




